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Abstract

Blockchain technology is transforming various sectors, including the Internet of Things (IoT),
by providing a decentralized and secure framework for data management and transaction
processing. However, securing IoT devices and networks remains challenging due to their
vulnerabilities and the increasing complexity of cyber threats. Blockchain-based solutions offer
promising avenues to enhance [oT security, yet their adoption is hindered by the lack of a unified
taxonomy and comprehensive architectural analysis. To advance the field, a standardized
classification system is essential for comparing different blockchain security models and
identifying the most suitable options for specific IoT applications. Additionally, deeper
architectural evaluations are needed to examine trade-offs related to security, scalability, and
efficiency. Empirical assessments are also crucial to test how these models perform under various
threat scenarios and operational environments. This paper addresses these gaps by proposing a
structured taxonomy, conducting systematic architectural evaluations, and providing empirical
performance assessments. These efforts aim to support the development of secure, efficient, and
scalable blockchain-based security solutions tailored to the unique challenges of IoT systems.
Ultimately, this work seeks to strengthen trust and reliability in the integration of blockchain
technologies within the IoT ecosystem.
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Contribution of this paper to the literature

This paper provides a structured taxonomy of blockchain-based IoT security solutions, critically analyzes
architectural and implementation challenges, and offers empirical insights to guide model selection. It
supports the development of scalable, efficient, and secure blockchain frameworks tailored to IoT
environments, enhancing trust, resilience, and applicability in real-world use cases.

1. Introduction

The emergence of blockchain technology has revolutionized various industries, including the Internet of Things
(IoT), by providing a decentralized and secure platform for data management and transaction processing. However,
securing IoT devices and networks remains a significant challenge due to their inherent vulnerabilities and the
increasing sophistication of cyberattacks. Blockchain-based security approaches have emerged as promising solutions
to address these challenges, but the lack of a comprehensive taxonomy and systematic studies on their architectural
design and effectiveness hinder their widespread adoption and optimization for specific IoT applications.

First, the lack of a standardized taxonomy for blockchain-based security approaches makes it difficult to
effectively compare and evaluate different solutions. This lack of clarity hampers researchers, practitioners, and
policymakers in identifying the most appropriate approaches for specific IoT scenarios. Second, the absence of
systematic studies on the architectural design of blockchain-based security approaches limits our understanding of
the trade-offs between security, performance, and scalability. A comprehensive understanding of design choices and
their implications is crucial for developing efficient and secure IoT systems. Finally, there is an urgent need for
empirical studies on the effectiveness of blockchain-based security approaches in the IoT context. Rigorous
evaluation of these approaches against various attack vectors, performance benchmarks, and scalability requirements
is essential to determine their practical utility and guide their optimization for IoT applications. Addressing these
gaps in the current literature is critical to advancing the adoption and eftectiveness of blockchain-based security
approaches in the IoT domain. A comprehensive taxonomy, systematic architectural studies, and empirical
evaluations will provide a solid foundation for selecting, designing, and implementing secure and efficient blockchain-
based security solutions tailored to the specific needs of IoT applications.

1.1. Literature Search

An extensive search was conducted across multiple academic databases, including IEEE Xplore, MDPI, Web of
Science, ResearchGate, ScienceDirect, PubMed, and Google Scholar. The search utilized keywords such as "IoT
Security," "Blockchain-based Security Solutions,” and "IDS," along with related terms. The search was restricted to
publications from the past five years to ensure the inclusion of the most recent developments in the field.

1.2. Inclusion Criteria

The initial screening process focused on identitying literature directly related to the application of blockchain
technology in IoT security. Only peer-reviewed journal articles, conference papers, and reputable research reports
were considered for inclusion. The selected publications specifically addressed the use of blockchain technology in
areas such as IDS.

1.8. Exclusion Criteria
Studies that were unrelated to the application of blockchain technology in IoT security, duplicate publications,
and non-English articles were excluded from the review.

1.4. Data Extraction

From the selected studies, key information was systematically extracted, including the authors, publication year,
research objectives, methodologies, findings, and limitations. This data was organized to facilitate a comprehensive
review.

1.5. Synthests and Analysis

The extracted data were analyzed to identify recurring patterns, trends, and themes related to the use of
blockchain technology in IoT security. Comparative analysis was employed to examine the findings across studies,
enabling insights into current trends and future research directions.

1.6. Critical Assessment

To assess the reliability and validity of the selected studies, the research methodologies, data sources, and sample
sizes of each article were critically reviewed. This evaluation ensured the quality and robustness of the evidence
presented in the reviewed literature.

1.7. Identification of Gaps

The literature analysis revealed several gaps and areas that require further investigation, particularly in the
application of blockchain technology within the IoT security domain. These gaps highlight potential opportunities
for future research.

2. Blockchain Technology and Its Evolution

The history of blockchain technology can be traced back to the early 1990s when cryptographer Pandey et al.
[ 17 first proposed a blockchain-like protocol in their 1982 thesis. Further work on a cryptographically secured chain
of blocks was described by Stuart Haber and W. Scott Stornetta in 1991 [27]. They wanted to implement a system
where document timestamps could not be tampered with. In 1992, Haber, Stornetta, and Dave Bayer incorporated
Merkle trees into the design, which improved its efficiency by allowing multiple document certificates to be collected
in one block [37. Under their company Surety, the hashes of their document certificates have been published in the
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New York Times every week since 1995. Notably, the first decentralized blockchain was conceived in 2008 by a
person (or group of people) known as Satoshi Nakamoto [47]. Nakamoto improved the design in important ways,
using a hashcash-like method to timestamp blocks without requiring them to be signed by a trusted party, and
introduced a difficulty parameter to stabilize the rate at which blocks are added to the chain. Nakamoto's design was
implemented in the Bitcoin cryptocurrency, which was launched in 2009. Bitcoin was the first successful application
of blockchain technology, with a capital market of over USD 10 billion, and remains the most popular cryptocurrency
today [57. Since the launch of Bitcoin, blockchain technology has evolved rapidly, with new blockchain platforms
developed to support a wide range of applications, including smart contracts, decentralized finance, non-fungible
tokens (NFT's), as well as academic research [67.

As a decentralized database shared across computers on a network, blockchain can be defined as a distributed
ledger system that enables the secure, transparent, and tamper-proof recording of transactions [77]. Each block in
the chain comprises a series of transactions, and each block is cryptographically linked to the preceding block, making
tampering with the data extremely difficult, as shown in Figure 1 [87. To record transactions, blockchain employs
a distributed network of computers, as each computer in the network has a copy of the blockchain, and any new
transactions are broadcast to all computers in the network. The transaction is subsequently verified by the computers
and added to their copy of the blockchain. An important aspect of the blockchain, which is security, is predicated on
the fact that tampering with the data on the blockchain is extremely difficult [97. This is because each block is
cryptographically connected to the preceding block, and any modification to one block would require changes to all
subsequent blocks. Since it is possible to construct many blocks simultaneously, Bitcoin implements a consensus
process known as Proof of Work (PoW) [107]. PoW is the process of finding the correct random number (nonce) in
the block header that corresponds to the predicted number of leading zeros in the Secure Hash Algorithm 256 (SHA-
256) hash value associated with each block [117.
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Figure 1. Blockchain illustration.
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The computation required to obtain the appropriate nonce is proportional to the expected number of zeros. This
means that it is very difficult to generate a new block, but once a block is generated, it is very easy to verify. This is
because the nonce is a one-way function, meaning that it is easy to calculate the output of the function given the
input, but very difficult to determine the input given the output [127]. Additionally, once a new block is generated, it
is transmitted to other nodes in the network and verified. The miner who generated the block is rewarded with
Bitcoins (BTC) as an incentive to continue supporting the network [ 13, 147]. Moreover, if two miners create blocks
simultaneously, the nodes in the network will accept the block with the highest workload. This is because a higher
workload indicates that the block is more likely to be valid. It is also more difficult for an attacker to declare a false
transaction, as they would have to recalculate all subsequent blocks [157. This would be a computationally intensive
task that would be almost impossible to achieve.

In a nutshell, blockchain enables Byzantine fault tolerance (BF'T) Sun et al. [167] by facilitating consensus in an
unreliable environment, as well as decentralization, permanence, anonymity, and audibility. As a result of the
decentralized structure, i.e., resilience to denial of service (DoS), the system ensures confidentiality, integrity, and
availability [177]. The system is also theoretically resistant to impersonation attacks, provided that legitimate
participants control at least 51% of the mining rights [187].

2.1. Blockchain's Original Limatations and Technical Response

The original blockchain faces technical challenges and limitations that could hinder its adoption as it evolves.
One of these challenges is scalability [197]. Currently, Bitcoin's transaction rate is only seven transactions per second
[207] which may be insufficient as the number of users increases. Another challenge is transaction time. Complete
Bitcoin transactions take about 10 minutes [217] which is too long for many applications. Similarly, Bitcoin blocks
are almost a megabyte in size, which can restrict the flow of information if it reaches the level of financial competition
[227. This can lead to bandwidth shortages. I'urthermore, the security of Bitcoin is based on the assumption that
most nodes in the network are functioning correctly, but there are known attacks that can exploit this weakness. In
particular, Bitcoin mining consumes a lot of energy due to the trial and error involved in finding the correct nonce
[237. This is a major concern for some people because it raises environmental and sustainability issues. These
limitations have led to the development of alternatives and changes to blockchain technology. For example,
Ethereum introduces blockchains with an integrated Turing-complete programming language to enable the
development of smart contracts and other decentralized applications [247]. Whereas Bitcoin and the underlying
blockchain have the potential to transform many industries, they face technical challenges and limitations. It will
also be important to address these issues to ensure the widespread adoption of blockchain technology as the
technology advances.

The second version of the Ethereum blockchain uses a distributed virtual machine, called the Ethereum Virtual
Machine (EVM), to execute smart contracts [25]. Ethereum smart contracts (in Figure 2) can be considered
lightweight, decentralized applications, or dApps, which open the door to application research in various fields [267].
Similarly, Blockchain 8.0 [277] includes applications outside of finance and markets in government, science, health,
technology, and education. Blockchain 8.0 can run fully integrated dApps and intelligent contracts, including
automated agents (AAs) and software that operate without human intervention, creating autonomous decentralized
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organizations (DAOs) [287] where artificial intelligence systems make decisions and humans play a secondary role.
The latest versions of cryptocurrencies, along with their respective blockchain changes, address the original flaws
and limitations of Bitcoin. New alternative coins or altcoins (Altcoin) [297] improve block timing, the number of
transactions per block, and consensus algorithms for security and efficiency. For example, the low-power Proof of
Stake (PoS) consensus method requires fewer CPU cycles to mine, and its reward system is based on a node's coin
balance rather than its computing power [30].
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Figure 2. The smart contract.

However, the technical hurdles and limitations of Bitcoin and its original blockchain hinder its adaptation as it
evolves [317]. Iirstly, Bitcoin's current maximum throughput is only seven transactions per second, which may limit
its scalability over time as the number of users increases. Secondly, the time required to complete a transaction is
approximately 10 minutes 327 and the time required to mine a block is often tied to the number of zeros required
tor PoW, with a latency that makes the original blockchain unsuitable for applications that rely on immediacy.
Thirdly, as the size of a Bitcoin block is approximately 1 megabyte (MB), the number of transactions is limited to
500, and Bitcoin can suffer from bandwidth shortages if its throughput exceeds that of its financial competitors.
Lastly, current Bitcoin security relies on the assumption that the majority of nodes in the network behave correctly
to maintain the validity of the system [337. Similarly, a study [347] has described three different realistic attacks on
Bitcoin security involving block manipulation and transaction delivery. Also, the Sybil attack relies on IP address
control and rapid financial intervention. Another study (357 shows that a small number of mining pools can use a
technique known as "Selfish mining" to collect more than their fair share of mining rewards, eventually leading other
pools to adopt the same strategy and even effectively launching double-spending attacks. In addition, software
problems have been discovered in Bitcoin software, resulting in vulnerabilities such as CVE-2010-5139 (integer
overflow) [367. Finally, because Bitcoin mining uses a trial-and-error technique to find the nonce that provides the
PoW, it requires a significant amount of computing power.

The limitations and weaknesses of Bitcoin have prompted the search for alternatives or modifications to the
original method to enhance the application and scope of blockchain technology. The first and subsequent versions of
blockchain have been classified based on their potential activities. The blockchain community has defined three
categories: 1.0, 2.0, and 3.0 [37]. Blockchain 1.0 is the original blockchain technology implemented by Bitcoin. It is
primarily focused on cryptocurrency and digital payments. Blockchain 2.0 is an extension of Blockchain 1.0 that
introduces smart contracts and dApps. Smart contracts are self-executing contracts stored on the blockchain, while
dApps are applications that run on the blockchain and are not controlled by a single entity. Blockchain 3.0 is a future
vision of blockchain technology that aims to expand its capabilities beyond cryptocurrency and smart contracts.
Blockchain 3.0 is expected to be more scalable, secure, and efficient than previous versions of blockchain technology.
Lastly, Blockchain 4.0 [387] which is based on neural networks, introduces new consensus algorithms that improve
the fault tolerance of the system. In addition, Blockchain 4.0 platforms include a new network design, artificial
intelligence for decision-making, and a low-latency internet connection protocol for integration with internet
resources and the development of blockchain-based services [397. Table 1 summarizes the key differences between
Blockchain 1.0, 2.0, 3.0, 4.0, and 5.0 while Table 2 compares Blockchain’s key performance from the literature.
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Table 1. Comparative summary of blockchain 1.0, 2.0, 3.0, 4.0, and 5.0.

Primary focus Key features

Blockchain 1.0 Cryptocurrency and digital payments Bitcoin and proof-of-work

Blockchain 2.0 Smart contracts and dAPPs Ethereum, Hyperledger fabric and proof-of-stake

Blockchain 3.0 Enterprise applications, and supply chain | Scalability, security, efficiency, distributed ledger technology
management (DLT)

Blockchain 4.0 Network architecture, industry, and IoT | Flexibility, scalability, usability, and Blockchain-as-a-Service

Blockchain 5.0 | Al User-centric design, privacy-preserving techniques,

integration with emerging technologies

Table 2. Comparing blockchain’s performance from the literature.
System type Size of block Interval Consensus mechanism Energy Practical tolerated adversary
saving power
Bitcoin 96 Gigabytes 10 min Proof-of-work No Less than 25%
Litecoin 16.55 Gigabytes 2.5 min Proof-of-work No Less than 49%
Dogecoin 13.93 Gigabytes 1 min Proof-of-work No Less than 47%
Ethereum 17-60 Gigabytes 12 sec Proof-of-work No Less than 25%
Tendermint 10 Gigabytes 5 sec Byzantine fault tolerance, | Yes Less than 33%
proof-of-stake

Note: Essentially, we can divide consensus algorithms into three categories.

2.1.1. Traditional Consensus Algorithms

Pazos and its variants: These algorithms, like Raft, are commonly used in distributed systems to ensure
consistency and fault tolerance. They work by a designated leader proposing values and other nodes voting on them.

Byzantine Fault Tolerance (BF'T): This family of algorithms is designed to tolerate malicious Byzantine failures,
where nodes can fail in arbitrary ways. BF'T algorithms are typically more complex than Paxos but can provide
stronger guarantees.

Proof-of-Work (PoW): This is the consensus algorithm used by Bitcoin and other blockchains. Miners compete to
solve cryptographic puzzles, and the first to find a solution gets to add the next block to the chain. PoW is secure
but can be energy-intensive and slow.

2.1.2. Blockchain-Based Consensus Algorithms

Proof-of-Stake (PoS): This algorithm replaces miners with validators, who stake their cryptocurrency to
participate in the consensus process. Validators are selected based on the amount of cryptocurrency they stake, and
they vote on new blocks. PoS is less energy-intensive than PoW but can be more vulnerable to attacks.

Delegated Proof-of-Stake (DPoS): This is a variant of PoS where users delegate their voting power to a small
number of representatives. DPoS can be faster and more efficient than PoS, but it can also be more centralized.

Proof-of-Authority (PoA): This algorithm uses a pre-defined set of validators who are trusted to act honestly. PoA
is fast and efficient but can be less secure than other consensus algorithms.

2.1.8. Emerging Consensus Algorithms

Proof-of-Elapsed Time (PoET): This algorithm uses elapsed time as a means of measuring consensus. Nodes
compete to generate a random number, and the first to do so gets to add the next block to the chain. PoET is less
energy-intensive than PoW but may be more vulnerable to attack [407].

Proof of Actrvity (PoA): This algorithm rewards nodes for performing useful activities, such as storing data or
processing transactions. PoA can be more efficient than PoW and PoS but can be more complex to implement.

Proof-of-Reputation (PoR): This is a new reputation-based consensus algorithm that addresses the security,
performance, and centralization concerns of existing permissionless blockchain consensus algorithms. PoR achieves
a balance between scalability, security, and decentralization by combining BFT, reputation, reward, and punishment
mechanisms [417].

Sharding: This is a technique that can be used with other consensus algorithms to improve scalability. Sharding
divides the blockchain into smaller pieces, called shards, which can be processed independently. This allows more
transactions to be processed per second.

In summary, the original limitations of blockchain include scalability, security, energy consumption, and
usability. Scalability refers to the ability of a blockchain network to process large numbers of transactions quickly
and efficiently. Current blockchain networks are often slow and expensive to use, especially for high-volume
applications [427]. In addition, security is another concern with blockchain networks, as they can be vulnerable to
attacks such as 51% attacks and double spending attacks. Blockchain networks can also consume a significant amount
of energy due to the computing power required to mine and validate transactions. This raises environmental and
sustainability issues, which are major concerns for some. Another limitation is that blockchain technology can be
complex and difficult for non-technical users to operate effectively [437. This may limit its adoption in some
industries.

2.2. Current Challenges for the Blockchain

Given that blockchain is a public ledger, all transactions are visible to everyone and, in many circumstances, user
activity can be tracked even after the latest version of the protocol is released. To enhance privacy protection and
prevent data breaches, one-time accounts are recommended [447] individual private keys for each transaction [45]
and transaction chaft [467 can all be used. A recent study has published a framework for creating smart contracts
that respect user privacy [47]. This framework includes a compiler that converts scripts into cryptography-based
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protocols. Because smart contracts are computer programs, they can potentially be abused by bad actors, which can
exacerbate the loss of data, including private keys and other information. Furthermore, there are flaws in the technical
and functional principles of smart contracts. A study highlights undetectable flaws in the automated execution of
contracts during forks, which can change their operational state [487]. This study also revealed a malicious miner
attack on time-dependent contracts, which is used to manipulate the results of transactions executed by the contract.
This study also simulates a DAO attack [497 in which an attacker steals money by exploiting a flaw in the payout
function after a fallback. Another current challenge identified in a recently published paper is four significant security
flaws in blockchain systems. These are transaction order dependency, timestamp dependency, anomaly mishandling,
and re-internalization [507. These flaws can also be exploited by attackers to steal funds, disrupt the network or
even bring down the system.

The potential of blockchain, however, enables the development of applications that aim to address these security
challenges. One of the most powerful features of blockchain is its ability to rely on proven cryptographic qualities to
ensure data integrity and its natural perception of time [517], which allows for the extension of services to other
areas, especially security. Beyond financial applications, there are some out-of-the-box benefits of blockchain,
according to one study [527] such as Distributed P2P Networks, FFault Tolerance, Practical consensus, and
Predictable, trustless participation.

Data invariance and data authentication were added to the list [537, bringing data security to the table. Based
on the same argument, one study goes so far as to claim that blockchain technology can ensure the tracking of
virtually anything of value [547]. However, not all security solutions are suitable for replacement or supplementation
by blockchain applications. A recent study [557] proposes a scenario in which distributed ledger applications can be
utilized for security purposes, which includes (1) various counterparties transacting through a third party; (2) the
third party not being entirely trusted; (3) the first priority is to validate the transaction, with a system that offers
authenticity and integrity of data being the top priority; (4) integrity is tolerated over trade-offs between secrecy and
performance; and (5) the third party not being fully trusted. Furthermore, other works call for a comprehensive
technological strategy before incorporating blockchain into diverse solutions [56-587. Despite its limitations,
blockchain technology has the potential to revolutionize the security landscape [597. Its unique characteristics, such
as decentralization, immutability, and transparency, make it well-suited for a wide range of security applications
[607. One area where blockchain is already having a significant impact is in data storage, as blockchain-based data
storage solutions offer a number of advantages over traditional centralized systems, including enhanced security,
improved transparency, and increased efficiency [617. Additionally, blockchain is also being used to improve the
security of protected health information (PHI) [627. Blockchain-based PHI management solutions can help give
patients more control over their PHI, improve the efficiency of PHI exchange, and reduce the risk of PHI breaches.
In addition to data storage and PHI management, blockchain is also being used to improve the security of various
other applications, including data control, DDoS defense, file protection, and general IoT security [637]. In summary,
blockchain technology has the ability to address security issues and its practical use; however, the security issues that
need to be addressed should be thoroughly researched, understood, and tested prior to deployment.

3. Intrusion Detection Systems

An Intrusion Detection System (IDS) is a security tool that monitors network traffic or system activities for
signs of malicious behavior, unauthorized access, or policy violations [647]. When suspicious activity is detected, the
IDS logs the event and alerts administrators, helping organizations respond quickly to potential threats. Detection
methods include signature-based systems that recognize known attack patterns and anomaly-based systems that flag
deviations from normal behavior. Unlike firewalls, which block unauthorized access, IDSs are primarily designed to
detect and report threats rather than prevent them, making them an essential component of a layered cybersecurity
strategy.

3.1. Traditional Intrusion Detection Systems

IDSs can detect a variety of attacks, including DoS attacks, malware infections, and unauthorized access attempts.
Furthermore, IDSs work by analyzing network traffic for patterns that indicate malicious activity. These patterns
can be based on specific characteristics of malicious traffic, such as unusual packet sizes or traffic patterns. IDSs can
be used in various ways, such as monitoring network traffic at the perimeter of a network or deploying on individual
hosts to monitor traffic for that host [657]. Moreover, an IDS is a critical reactive security measure that detects
potential attacks in progress on a host system [667]. Also, IDS has long been regarded as a powerful security solution
that monitors network traffic and then detects and prevents suspicious requests [67]. In other words, the task of
observing and evaluating occurrences in a computer network system for any signs of potential attacks that could be
harmful or looming threats of violations of computer and network security policies is known as an IDS, shown in
Figure 3 [657].
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Figure 3. The traditional IDS structure.

An IDS is typically supported in its decision-making by two component technologies: a neural network that
detects security anomalies and an attack graph that informs the IDS of system states of interest [687]. With the
widespread adoption of networking technology, IDSs strive to detect and alert on normal or abnormal networking
activities. Intruders may attempt to damage, compromise, or devastate systems using wirelessly communicated
packets. Recently, several IDSs have been integrated into cybersecurity systems to detect and mitigate malicious
traffic from legitimate ones. IDSs are traditionally classified into five types, as outlined below [697].

(1) A network-based IDS (NIDS) is a system that monitors the entire network through one or more points of
contact. To deploy a NIDS, you typically need to install it on a hardware device within the network infrastructure
[447]. When the NIDS is installed, it samples every packet (a collection of data) that passes through it. A standard
NIDS is capable of scanning all traffic that passes through it. (2) A network node-based IDS (NNIDS) is a subset of
a NIDS, but because it works differently, we will classify it as a separate type of IDS [707]. The packets that pass
through a NNIDS are also analyzed. Instead of relying on a centralized device to monitor all network traftic, the
system monitors each node connected to your network. This distinction has some advantages, such as faster speeds
and the use of fewer resources. (3) A Host IDS (HIDS) extends the device independence of NNIDS. HIDS can be
used to install IDS software on all network-connected devices. HIDSs work by taking 'snapshots' of the device to
which they are assigned. By comparing the latest snapshot with previous records, HIDS can detect differences that
could indicate an intrusion. (4) An IDS that monitors the protocol used is known as a protocol-based IDS (PIDS).
Typically, this type of IDS examines the HT'TP or HTTPS protocol stream that connects the devices to the server,
as it is usually routed to the front end of the server. The system can protect the web server by monitoring inbound
and outbound traffic. (5) Another type of IDS that focuses on the security of software applications is an application
protocol-based IDS (APIDS). APIDSs, sometimes called Host-based IDSs (HIDSs), monitor communication between
applications and the server. An APIDS is typically installed on groups of servers. Moreover, an APIDS is unlikely
to meet all the network monitoring needs; however, it can be used in conjunction with other types of IDS. There are
also three (3) IDS implementation and detection methods. These are:

e Signature-based IDS.
e Anomaly-based IDS.
e Hybrid IDS.

A signature is a common footprint or pattern that can take the form of unauthorized software execution,
unauthorized network access, unauthorized directory access, or anomalies in the use of network privileges [717. It
can also be a sequence of bytes in a file or network traffic associated with a malicious attack on a computer network
or system. Signature-based IDS is one of the most widely used techniques for dealing with software threats such as
malware, viruses, worms, and Trojans on a computer system or network. A well-designed, advanced signature-based
detection system is critical to achieving this level of protection [727]. Signature-based detection is used by antivirus
software to identify malicious software threats. It is also recognized as a fundamental component of security systems
such as IDSs, Address Verification Services (AVSs), Intrusion Prevention Systems (IPSs), and firewalls. Signature-
based IDS can be categorized into Pattern-matching models and Rule-based models [737]. Despite the fact that the
pattern-matching approach remains the most widely used model in the signature-based IDS approach, there has been
little research on it in relation to blockchain. To detect malware, pattern-matching models use single or multiple
pattern-matching algorithms. In contrast, rule-based approaches have a set of rules that are compared to network
traffic or audit data. If the rules match, they can detect any attack. The hybrid model is a combination of the two.

© 2025 by the author; licensee Asian Online Journal Publishing Group



International Review of Applied Sciences, 2025, 11(1): 1-21

Anomaly-based IDSs identify malicious activity by detecting deviations from normal behavior. This approach
contrasts with signature-based IDSs, which detect malicious activity by matching known attack patterns. Anomaly-
based IDSs are often more eftective at detecting new and emerging threats than signature-based IDSs because they
do not rely on a database of known attack patterns [747]. However, anomaly-based IDSs can also be more prone to
talse positives, as they may flag legitimate activity as malicious if it deviates from normal behavior. There are a
number of different approaches to anomaly-based intrusion detection. One common approach is to use machine
learning algorithms to learn what constitutes normal behavior for a system or network. Once the machine learning
algorithms have learned what is normal, they can then flag any activity that deviates from normal behavior as
malicious [757]. Another approach is to use statistical methods to identify deviations from normal behavior [767. For
example, an anomaly-based IDS might track the number of packets sent between two hosts over a period of time. If
the number of packets sent between the two hosts suddenly increases, the anomaly-based IDS might flag this activity
as malicious. Anomaly-based IDSs are often used in conjunction with other types of IDS, such as signature-based
IDSs, known as hybrid IDSs, which can help reduce the number of false positives generated by anomaly-based IDSs.
Some of the advantages include detecting new and emerging threats and flexibility. Its disadvantages include being
more prone to false positives and also being more difficult to configure and maintain.

3.2. Blockchain-Based Intrusion Detection Systems

Blockchain-based IDSs represent a new generation of security mechanisms that leverage blockchain technology
to enhance the detection and prevention of malicious activities. These systems incorporate innovative techniques for
malware identification and integrate protective measures such as firewalls, quarantine protocols, and blacklists [777].
One key application of blockchain in IDSs is the development of distributed reputation systems that monitor malware
behavior and suspicious activity across multiple networks, enabling more eftective threat detection and mitigation
787,

However, implementing blockchain in IDSs poses challenges. It requires significant technical expertise and a
deep understanding of blockchain architecture barriers for organizations with limited resources or skills.
Additionally, blockchain systems can introduce new vulnerabilities, including 51% attacks, smart contract exploits,
and consensus-related threats. Therefore, careful system design and robust implementation strategies are crucial to
minimizing these risks.

For instance, Javadpour et al. (797 proposed a Distributed Multi-Agent Intrusion Detection and Prevention
System (DMAIDPS) tailored for cloud-based IoT environments. Using a six-step detection process with KDD Cup
99 and NSL-KDD datasets, the system classifies network activity as either normal or under attack. Evaluation
metrics such as recall, accuracy, and F-score demonstrated their effectiveness.

In another study, Kably et al. [807 introduced the Multi-Zone-Wise Blockchain (MZWB) model. It combines
the Enhanced Blowtfish Algorithm (EBA) for authenticating IoT nodes with a Bayesian Direct Acyclic Graph (B-
DAG) for network management. Intrusion detection occurs in two stages: a Deep Convolutional Neural Network
(DCNN) initially classifies data packets as normal, malicious, or suspicious, and a Generative Adversarial Network
(GAN) further analyzes the suspicious packets. Finally, the Improved Monkey Optimization (IMO) algorithm is
applied to reconstruct and mitigate the intrusion scenario.

Additionally, Babu et al. [817] developed a permissioned blockchain system utilizing lightweight technology and
an arbiter PUF model to secure key pairs in IoT devices. Their collaborative detection approach uses machine
learning-based ensemble techniques to identify DDoS attacks, achieving a higher detection rate and reduced false
positives compared to existing methods. Alerts are securely distributed across authenticated IoT nodes using
blockchain. Table 3 presents a comparative analysis of traditional versus blockchain-based IDS solutions.

Table 8. Comparison of traditional and blockchain-based IDSs.
Feature Traditional IDS Blockchain-based IDS
Technology Centralized Decentralized
Deployment Complex Relatively simple
Scalability Limited High
Security Vulnerable to attacks Highly secure
Transparency | Opaque Transparent
Cost Relatively low Relatively high
Benefits Can detect and prevent a wide range of attacks More secure, scalable, and transparent
Limitations Can be complex to configure and manage, prone to false | Still under development, can be expensive
positives, and expensive

4. Internet of Things

The IoT refers to the network of interconnected physical devices that are embedded with sensors, software, and
other technologies to enable them to collect and exchange data [827]. These devices are often small and have limited
resources, making them difficult to secure. As a result, the IoT is a prime target for cyberattacks [837. One of the
biggest challenges in securing the IoT is the sheer number of devices involved. A study Dong et al. [847 has
predicted that there will be more than 75 billion IoT devices connected to the Internet by 2025, as shown in Figure
4. This large scale makes it difficult to track and manage all the devices and increases the likelihood that
vulnerabilities will go unnoticed. Another challenge is the diversity of [oT devices [857]. IoT devices come in all
shapes and sizes and are used for a variety of purposes. This diversity makes it difficult to develop security solutions
that are effective across all types of IoT devices. In addition, [oT devices often collect and process sensitive data, such
as personal or financial information. If this data is not properly secured, it could be stolen or compromised by
attackers 86 ]. Despite these challenges, there are several measures that can be taken to enhance IoT security. One
important step is to implement security measures at the device level [877]. This includes using strong passwords,
enabling encryption, and keeping software up to date. Another important step is to segment the IoT network from
other networks [887]. This will help prevent attackers from gaining access to sensitive data on other networks.
Finally, it is important to monitor the IoT network for suspicious activity [897. This can be accomplished using
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various tools and techniques, such as intrusion detection systems and security information and event management
systems [90 .

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Figure 4. Prediction of the Global number of [oT devices from 2015 to 2025.
Source: Dong, et al. [847]

The IoT Reference Model (IocT-RM) shown in Figure 3 is a conceptual framework that provides a consistent
understanding of the diverse components and interactions that comprise the [oT. It is designed with modularity,
flexibility, and extensibility in mind to accommodate the evolving and dynamic nature of the IoT ecosystem [917.
The IoT-RM ofters a number of benefits, including improved communication and collaboration, reduced complexity,
and increased interoperability [927]. The IoT-RM consists of four main components: the IoT Domain Model, which
provides a conceptual overview of the different entities and relationships that exist in the IoT; the [oT Information
Model, which defines the data models used to represent and exchange information in the IoT; the IoT Functional
Model, which describes the difterent functions performed by IoT devices, IoT services, and virtual entities; and the
[oT Architecture Model, which describes the different architectural components of an IoT system, such as the device
layer, communication layer, edge layer, and cloud layer [937].

Although the complex and rapidly evolving nature of the IoT ecosystem makes it difficult to develop a single
taxonomy that encompasses all its aspects, a number of taxonomies have been proposed, each with its own focus and
strengths [947]. A common approach to IoT taxonomy is to divide [oT into layers based on the architectural
components of an IoT system. These layers include the device layer, communication layer, edge layer, and cloud
layer [957. Another approach to the IoT taxonomy as shown in Figure 5, is to divide the [oT into different domains,
based on the specific applications and use cases for which it is being used as in Figure 5. These domains include smart
homes, smart cities, industrial IoT, healthcare IoT, agricultural IoT, transportation IoT, energy IoT, and
environmental IoT [967. Finally, the IoT can also be classified based on the underlying technologies used to
implement it. These technologies include Radio Frequency Identification (RFID), Wireless Sensor Networks
(WSNs), cloud computing, artificial intelligence (AI), blockchain, edge computing, and fog computing [977].
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Figure 5. Architectural layer taxonomy of IoT technologies.

4.1. 10T Security Challenges

The rapid expansion of the IoT has exposed various security challenges that need to be addressed. One key
concern is the large number of [oT devices and their diverse nature, which makes it difficult to adopt uniform security
measures [987]. Furthermore, the limited computational power and resources of IoT devices often restrict the
implementation of robust security mechanisms. Security researchers have analyzed different perspectives to
understand the current state of IoT and identify existing challenges. The most common issues found in IoT devices
include insecure network interfaces, inadequate authentication, insecure web services, poor privacy controls,
inadequate security configurability, insecure software, and poor physical security [997.

At the perception layer, wireless communication jamming, interception, or modification, and physical security
must be considered [1007]. Similarly, the network layer is vulnerable to DoS, eavesdropping, and weak
authentication, which are major concerns [1017. Additionally, the application layer can be complicated by the
heterogeneity of the IoT, as the lack of policies and standards can complicate interactions, such as the use of different
authentication mechanisms [1027]. Other challenges include weak passwords [1037 different storage and data
processing methods [[1047] poor security controls and insufficient privacy and trust filtering capabilities [1057] poor
identification integrity, lack of global authentication procedures, inadequate privacy policies, insufficient lightweight
encryption solutions [1067] poor software development practices and software analysis limitations, and malware
[107]. Internet network extensions from mobile non-IP sensors to cloud and fog computing, multiple entry points,
and domain diversity (ownership, policy, and connectivity) add to the list of obstacles [1087. Furthermore,
inadequate perimeter protection, host-based detection mechanisms, and patching procedures adapted to the IoT
world are also important issues that need to be addressed [1097. Figure 6 shows the cyberattacks to which IoT
devices are vulnerable.

Attacks on internet of things

|
! ) } }

Figure 6. [oT devices are vulnerable to Cyberattacks.
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The above IoT security issues can be summarized under two main themes: data protection and privacy. The
scope of security has broadened, but the resources available are still insufficient for the current environment. The
challenges are not only difficult to define but perhaps even more difficult to address. The literature suggests that
consensus and prioritization are still needed before society can commit to action. In general, the IoT security
challenges are complex and multifaceted, but there are a number of things that can be done to mitigate the risks. By
implementing robust security measures, educating users and stakeholders, and investing in security solutions, we
can help make the IoT a safer environment for everyone.

Author’s loT security requirments

Weber (2010) Babar et al. (2011) Borgia (2014) Sicari et al. (2015) Kha("zgiz?'ah Fotia et al. (2023)
» Attack resiliency * User * Secure « Authentication * Data privacy and o
* Data identification authentication « Confidentiality confidentiality & Authentlca'.ﬂon.
authentication * Tamper * Secure o Access control * Accounting and author IZ?UOH
* Access control resistance bootstrapping « Availability of * Data enc.ryptuon
o Client privacy * Secure execution and data services ¢ Secure firmware

environment transmission « Energy efficiency updates
* Secure digital * Security of loT ¢ Patch
right content data management
* Secure network * Secure and ¢ Network security
access authorized access » Vulnerability
* Secure data to data management
communication * Incident response
o |dentity
management

 Secure storage

Figure 7. Author’s IoT security requirements.

Researchers have proposed various security requirements for IoT devices [110-1147]. For example, Lidia et al.
[1157] proposed requirements for lightweight encryption and collision avoidance algorithms, secure routing, network
encryption mechanisms, attack detection/avoidance, secure cloud environments, antivirus software, and security
education. Barrera et al. [1167] proposed a more detailed and structured set of security requirements based on IoT
architectures. However, it is more acceptable to list requirements than to develop solutions, and some of the above
authors have ignored the existing limitations of restricted equipment. Other authors have proposed broad
requirements that include holistic solutions that are outside the security realm. Figure 7 explains the authors’ IoT
security requirements, while Table 4 shows the IoT security issues and architectural collaboration requirements.

Table 4. [oT security issues and architectural collaboration requirements.

IoT layer IoT security challenge Collaborators Security/Safety

requirement

Sensing Lightweight encryption and collision avoidance, | Researchers, device | Lightweight encryption and
inadequate physical security, and a lack of | manufacturers, and | collision avoidance
integrity and confidentiality. standards organizations algorithms, tamper

resistance.

Networking Scarce lightweight cryptography, insufficient | Researchers, network | Secure routing, network
authentication, insecure network services, DoS, | operators, and security | encryption, intrusion
eavesdropping, insufficient filtration capacity, | vendors detection/prevention
insufficient perimeter defenses, multiple entry systems, and availability.
points, and network heterogeneity extension.

Application Malware, insecure cloud environments, weak | Researchers, cloud | Secure storage, privacy,
passwords, inadequate security and privacy | providers, and security | secure cloud environments,
measures, antivirus software, unsafe software, | vendors secure execution
inaccessible  host-based  classification  and environments, and security
detection, and security education. education programs.

4.2. Existing IoT Security Solutions

Based on the requirements presented previously, security solutions for IoT problems can be developed and
analyzed. For example, researchers have developed solutions to the problem of interference in wireless networks at
the sensing layer [1177]. These solutions rely on signal strength, packet transmission efficiency, correction codes,
and frequency variation to avoid interference. Similarly, other researchers have developed similar solutions to detect
and prevent forgery and spoofing attacks at the sensing layer [1187]. In addition, solutions are also being proposed
to secure physical interfaces and unauthenticated network modules [1197. At the network layer, authentication and
access control solutions have received considerable attention from security researchers in recent years. I'or example,
researchers have proposed compressed versions of the Authentication Header (AH) and Encapsulating Security
Payload (ESP) mechanisms for WSNs [1207]. They have also proposed similar IPSec approaches for IPv6 low-power
wireless personal area networks (6LoWPAN). However, these approaches may incur energy overheads and increase
response times. Researchers have also proposed new authentication and access control methods, such as
authentication and ability-based access control (IACAC) [1217]. IACAC considers the capabilities of IoT devices
when making access control decisions. This approach can enhance the security of IoT systems by preventing
unauthorized devices from accessing sensitive data or resources.

Similarly, Ali et al. [1227] proposed a secure, lightweight end-to-end authentication scheme that uses public and
private keys to authenticate both IoT devices and users. Also, Rao and Deebak [1237] proposed a password-based
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authentication scheme using smart cards and biometrics, with a standby solution in case of server failure.
Furthermore, Meng et al. [1247 proposed a secure, low-cost authentication scheme for distributed cloud environments.
Moreover, Chen et al. [1257] proposed a distributed data access scheme using a Kerberos authentication application
to secure IoT devices with the cloud. Additionally, Malan et al. [1267] proposed a cross-device authentication and
key distribution scheme that does not require a central server. [127] has also proposed a context-based
authentication and access control scheme that takes into account the fact that IoT devices are often managed by
different users in the same location. In a recent study, Hosseini et al. [1287] proposed a mutual trust approach that
creates a centralized, token-based, object-level access control system has been proposed. Another study Foidl and
Felderer (1297 proposed a trust model that can calculate the trustworthiness of [oT devices based on various factors.
Finally, Ashrif'et al. [1307] developed a security framework for securing low-power wireless personal area networks
(LoWPANSs) that includes elliptic curve cryptography (ECC)-based modules for secure neighbor discovery,
authentication, and data encryption.

Several other security solutions have been proposed for the IoT, including an end-to-end security solution for
CoAP using TLS-PSK for transport layer security [1817] an approach to provide data encryption, integrity, and
authentication using PRI at the [oT gateway level [1327] and a proposed lightweight cryptographic algorithm that
uses a symmetric five-round key algorithm to encrypt a 64-bit key with a 64-bit key [1337. Others include a proposed
hybrid approach that combines cryptography and steganography techniques to achieve confidentiality and data
integrity between home and cloud servers [1347] and a two-step approach for verifying the integrity of IoT data,
which involves a random-time hop sequence using a shared secret between a data server and an IoT device, followed
by the generation of a verification message using a lightweight randomized permutation algorithm [1357].

For IoT availability, a study Elsadig (1367 proposed a service-oriented architecture that aims to prevent DDoS
attacks on the IoT by using LA approaches to optimize the packet inspection problem to identify malicious packets.
Jenkins proposed an approach that attempts to catalog [oT devices vulnerable to Mirai to incentivize administrators
to fix the problem. Several network-level security solutions have also been proposed, including a dynamic defense
architecture that uses AIS adaptation to detect attacks through IoT gateways and additional monitoring servers
(1877 a network-based security architecture that relies on security gateways to monitor the context of IoT devices
[1887 and a proposed an IoT framework that includes an ABA IDS to detect anomalies at the sensor and network
layers [1397].

In addition to the attack defense applications described above, there are a number of complementary solutions
that can improve the reliability and scalability of the system. For example, a recent study [1407] proposes using
distributed SDN networks to maintain consistency among controllers and secure interactions between them,
enabling secure network control and threat defense for IoT networks. Similarly, a recent paper [1417 presents a
conceptual reference architecture that incorporates network data flow analysis to provide contextual information for
real-time risk assessment and traffic control on IoT gateways. This platform uses blockchain and smart contracts to
ensure data security and code integrity, which can be used for distributed information sharing with other IoT
gateways.

At the application layer, some security solutions designed for privacy, enforcement, and cloud environments also
interact with two other layers or external or non-technical approaches. This is especially true for privacy and data
sharing at the user level, as different controls are required from a management perspective. However, policies must
be adapted to the dynamic [oT environment, and technology should be able to provide tools to ensure that policies
are applied and enforced. FFor data protection (on the move or at rest), additional solution layers such as encryption
technologies and authentication and access control methods are required to meet this requirement. To ensure a secure
execution environment, in addition to the security applications described in the previous layers, the confidentiality,
integrity, or availability of an [oT system can be ensured by testing how it responds to various attacks and resulting
tailures. Furthermore, some researchers (1427 take this approach, proposing Markov models to better understand
the results of simulated attacks on the vulnerability or availability of the various components of an [oT infrastructure
without causing harm.

The IoT has found a place in the cloud to offload storage and compute capabilities that limited hardware cannot
support. This introduces inherent threats and security issues associated with the IoT into a new realm, which can be
addressed to some extent by the approaches presented above. However, much of the current research has been
conducted in isolation, and no significant effort has been made to address the challenge as a whole. Additionally, a
study [1437 has proposed a secure packet forwarding and privacy-preserving framework for cloud-based IoT
(considered as a single environment) based on Threshold Credit-Based Incentive (TCBI) and Symmetric
Homomorphic Mapping (SHM) encryption for packet forwarding and privacy protection through one-way trapdoor
licensing. Furthermore, intrusion detection systems (IDS) and intrusion prevention systems (IPS) help identify and
prevent potential security breaches.

In summary, IoT solutions that rely on traditional centralized systems are still vulnerable to single points of
tailure, costly dedicated infrastructure, and support requirements, as well as scalability issues. However, these
systems offer reliability because they have been under intense scrutiny by the security community for a long time;
their limitations and shortcomings have been recognized and can be exploited in the right context.

4.3. Blockchain Security Solutions

Blockchain technology is a promising solution for improving authentication and access control in the [oT, as it
offers several advantages over traditional client/server solutions, such as decentralization, transparency, and
auditability. Blockchain-based authentication and access control systems eliminate the need for a central trusted
authority that can be exploited by attackers. Instead, trust is distributed across a network of nodes, making these
systems more resilient to attacks. In addition, blockchain-based systems provide a high level of transparency and
auditability, given that all transactions are publicly visible and cannot be tampered with without detection [ 144].

Several examples of blockchain-based authentication and access control systems for the IoT have been proposed
in recent years. These systems offer a variety of features, such as flexible and granular access control policies [1457],
auditable access control and secure key distribution [1467], single sign-on authentication, FairAccess, and secure
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communication within virtual security zones [147]. However, there are still several challenges that need to be
addressed before blockchain-based authentication and access control systems can be widely deployed in the IoT.
These challenges include scalability, privacy, and complexity [1487. Blockchain-based systems can be
computationally expensive and slow to process transactions 1497 which can be problematic for IoT applications
that require real-time access control. In addition, blockchain-based systems are typically public, meaning that all
access control transactions are visible to anyone [1507. This can be a problem for applications that require
confidential access control decisions. Finally, blockchain technology is complex, and it can be difficult to implement
and manage blockchain-based solutions [1517.

Despite these challenges, blockchain-based authentication and access control have the potential to revolutionize
the way we secure IoT devices and networks. As blockchain technology continues to mature and become more
scalable, we can expect to see more blockchain-based authentication and access control solutions deployed in the real
world.

4.4. Blockchain-Based Security Solutions for IoT
4.4.1. Io'T" Service Classification

In order to explore different IoT security applications, it is useful to categorize IoT devices by operational
domains and communication models. This is because the security requirements of IoT applications diftfer depending
on the domain and model. Khang et al. (1527 proposed three operational domains for IoT devices:

1. Individual and Home.
ii.  Governmental and Utilities.
iii.  Industry and Enterprises.

Moreover, another study has added a fourth domain, which is the intelligent transport systems [1537. Each
operational domain has its own unique security requirements. IFor example, privacy protection is an important
security requirement for IoT devices in the individual and family domain, while scalability and collaboration
capabilities are more important for IoT devices in the government and utilities domain. Similarly, a study proposed
three communication models for [oT devices: device-to-device (D2D), device-to-cloud (D2C), and device-to-gateway
(D2G) [1547. D2D is a communication model used when devices communicate directly with each other. However,
D2C is the model used when devices communicate with a cloud server, while D2G is used when devices communicate
with a gateway device, which then relays the communication to another device or network. However, these
communication models are not mutually exclusive. For example, a D2C device can also communicate with other
devices using the D2D communication model [1557]. When designing IoT security applications, it is important to
consider the operational domain and communication model of the devices involved. This will help ensure that the
security requirements of the application are met. Table 5 gives the details of the IoT Security Applications
Classification.

Table 5. A detailed IoT security applications categorization.

Category

Description

Example Applications

Device security

Protects individual IoT devices from unauthorized
access and attacks.

Device authentication, data encryption,
secure firmware updates

Network security

Protects IoT networks from unauthorized access and
attacks.

Network segmentation, firewalls, intrusion
detection systems

Data security

Protects IoT data from unauthorized access, disclosure,
modification, or destruction.

Data encryption, data loss prevention, data
masking

Identity and access | Provides a way to manage the identities and access | User authentication, authorization, access
management (IAM) privileges of IoT users and devices. control

Threat intelligence | Collects and analyses data about IoT threats to help | Threat intelligence feeds, security
and analytics organizations identify and respond to threats more | information, and event management

quickly and effectively.

(SIEM) systems

Compliance

Helps organizations comply with applicable IoT
security regulations and standards.

Policy management systems, audit, and
reporting tools

Smart homes security

Protects smart homes from unauthorized access and
attacks.

Smart door locks, security cameras, motion
sensors

Industrial control
system (ICS) security

Protects industrial control systems from unauthorized
access and attacks.

Firewalls, intrusion detection systems,
asset management systems

Connected vehicle
security

Protects connected vehicles from unauthorized access
and attacks.

Vehicle authentication, data encryption,
secure firmware updates

4.4.2. Blockchain Operational Classification
Blockchain operations can be divided into on-chain and oftf-chain [1567]. On-chain operations are those recorded

on the blockchain and visible to all network participants. They typically involve the transfer of value or assets, such
as cryptocurrency or tokens. On-chain operations can be further subdivided into state-changing and non-state-
changing operations. State-changing operations alter the state of the blockchain, such as creating a new transaction
or updating an existing account balance. Non-state-changing operations do not modify the blockchain's state, such
as reading a transaction or querying the account balance [1577]. Off-chain operations are those that are not recorded
on the blockchain and are not visible to all participants in the network. They are typically used to improve the
scalability and efficiency of blockchain networks. Off-chain operations can be further subdivided into payment
channels, state channels, and layer-two solutions [1587. Payment channels allow participants to make payments to
each other without having to broadcast each transaction to the blockchain, while state channels enable participants
to execute smart contracts without broadcasting each state change to the blockchain. Layer two solutions, in addition,
are protocols built on top of a blockchain to improve its scalability and efficiency.

While on-chain operations offer the benefits of transparency, security, and immutability, they can be slow and
expensive to process, especially on popular blockchain networks [1597. In addition, on-chain operations can be used
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to track user activity and expose sensitive information. Off-chain operations, on the other hand, offer the benefits of
scalability, efficiency, and privacy. However, they can be more vulnerable to attacks than on-chain operations and
may lead to centralization of power among the parties involved in the operation [1607. The best type of operation
to use depends on the specific application. If security and transparency are paramount, then on-chain operations
should be used. If scalability and efficiency are more important, then off-chain operations can be used. Figure 8 shows
on-chain and off-chain blockchain consensus.

——— Global consensus

Main chain

Sharding

State channel Side chain

N\

Local consensus
Performing some operations “off chain”

Figure 8. On-chain versus off-chain consensus.

Blockchain technology can also be categorized into three main types based on their accessibility and governance
model, as shown in Table 6: public, federated, and private blockchains [1617. Public blockchains are accessible to
anyone with an internet connection and allow users to interact with the blockchain without permission. They are
secured by a distributed network of nodes that validate transactions and maintain the blockchain ledger.

Table 6. Summary of blockchain transaction types.

Feature Public blockchain Hybrid blockchain Private blockchain
Access Anyone can join and participate A pre-selected set of nodes can | Only members of the organization
Jjoin and participate can join and participate
Read Anyone can read all transactions Anyone can read all transactions, | Anyone can read all transactions, or
access or only authorized nodes can read | only authorized nodes can read
specific transactions specific transactions
Security Very secure, difficult to tamper with | May be less secure than a public | May be less secure than a public or
blockchain, but more secure than a | consortium blockchain
private blockchain
Consensus | Permissionless, anyone can | Permissioned, only authorized | Permissioned, only authorized
participate in consensus nodes can participate in consensus | nodes can participate in consensus
Efficiency Low, due to the need to incentivize | High, due to the fact that there is | High, due to the fact that there is no
miners to validate transactions no need to incentivize miners need to incentivize miners

There are several studies on public blockchains that are often used for dApps and cryptocurrency transactions.
For example, a survey [1287 attempts to provide a thorough picture of dAPPs beginning with definitions of dAPPs
and then common dAPPs architectures in addition to presentation of future research opportunities. Federated
blockchains are managed by a pre-selected group of nodes, which can be organizations or individuals. They allow
public read access, but write access is restricted to the pre-selected nodes. Studies conducted on federated blockchains
are often used by consortia of organizations with a common goal, such as improving supply chain efficiency or
reducing fraud [1627. Private blockchains are fully restricted systems with limited read and write access. They are
typically owned by a single organization and are often used for sensitive data or applications where privacy and
control are paramount. Private blockchains can be used to implement a variety of enterprise applications such as
asset tracking, identity management, and supply chain management [1637].

In addition to accessibility and governance, blockchain applications may also differ by platform,
customization, and consensus mechanism [[164]. Platform refers to the underlying blockchain technology used,
such as Bitcoin, Ethereum, or Hyperledger IFabric. Each platform has its own unique features and security
characteristics. For example, Bitcoin is known for its security due to its decentralized proof-of~work consensus
mechanism, while Ethereum is more flexible and allows the development of smart contracts that can add new security
features to applications. IFurthermore, customization refers to any modifications or adaptations that have been made
to the blockchain platform. These customizations can be made to improve the security of the platform or to add new
teatures and functionality. For example, some organizations may choose to customize the blockchain platform to
implement additional security measures, such as multi-signature wallets or access control lists [165]. Consensus
mechanism refers to the method used to reach consensus on the state of the blockchain. The most common consensus
mechanisms are PoW, PoS, and BFT [1667]. Each consensus mechanism has its own strengths and weaknesses in
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terms of security. IFor example, PoW is very secure but can be energy-intensive, while PoS is more energy-efficient
but can be more vulnerable to certain types of attacks. Table 7 explains blockchain classification with consensus
mechanisms. A comprehensive taxonomy that provides a structured framework for classifying blockchain-based
security approaches based on their key components and functionalities, enabling researchers, practitioners, and
policymakers to better understand the landscape of blockchain-based security solutions and identify the most
appropriate approaches for specific IoT applications, is presented in Table 7. Furthermore, Table 8. presents the

taxonomy of blockchain-based security approaches.

Table 7. Blockchain classification with consensus mechanisms.
Type Consensus mechanism Efficiency | Security Decentralization
Public Proof of work, proof of stake, delegated proof of stake, | Low High High
Byzantine fault tolerance.
Federated | BFT, proof-of-authority, proof of reputation Medium Medium Medium
Private Byzantine fault tolerance, proof-of-authority, centralized High Low Low
Table 8. Taxonomy of blockchain-based security approaches.
Category Subcategory Description
Consensus Proof-of-work Uses computational power to solve
mechanisms cryptographic puzzles, ensuring network

security and transaction validation.

Proof-of-stake

Relies on cryptocurrency holdings to validate

transactions and maintain network consensus.

Proof-of-authority

Employs trusted nodes with pre-defined authority to
validate transactions and maintain network consensus.

Byzantine fault

tolerance

Employs a distributed consensus mechanism to ensure
network resilience and transaction validation even in the
presence of faulty nodes.

Data management

On-chain data storage

Stores data directly on the blockchain,
providing tamper-proof and transparent
data storage.

Oft-chain data storage

Stores data external to the blockchain, reducing
transaction costs and improving scalability.

Hybrid data storage Combines on-chain and off-chain data storage
strategies, balancing  security and  scalability
requirements.
Access control | Role-based access control (RBAC) Defines access permissions based on user
mechanisms roles and privileges.
Attribute-based Grants access based on user attributes, device
access control | characteristics, and contextual factors.
(ABAC)
Policy-based  access | Enforces access control rules defined in centralized

control (PBAC)

policies.

Cryptographic
Techniques

Public-key cryptography

Employs asymmetric cryptography to
secure data confidentiality, integrity, and
authenticity.

Symmetric-key
cryptography

Utilizes shared secret keys for efficient encryption and
decryption of data.

Hash functions

Generates unique and unpredictable values from data,
ensuring data integrity and authenticity.

Digital signatures

Provide non-repudiation and authenticity for digital
transactions.

Privacy-preserving
techniques

Difterential privacy

Adds noise to data to protect individual
privacy while preserving statistical utility.

Zero-knowledge

Allow entities to prove their knowledge or ownership

proofs without revealing the underlying data.
Homomorphic Enables computations on encrypted data without
encryption decrypting it, preserving data privacy.

Threat detection and
prevention

Intrusion detection systems (IDS)

Monitor network traffic and system logs to
detect anomalous activities and potential
attacks.

Intrusion prevention
systems

Actively block or mitigate detected intrusions to
prevent damage or data breaches.

Anomaly detection

Identifies deviations from normal patterns in system
behavior or data to detect potential threats.

Signature-based
detection

Utilizes known attack signatures to identify and block
malicious activities.

Machine  learning-
based detection

Employs machine learning algorithms to analyze
network traffic and system logs to detect suspicious
behavior and potential attacks.

4.5. Blockchain-Based Security Applications

Blockchain technology holds significant promise for enhancing the security of IoT systems by enabling
decentralized, tamper-proof mechanisms for access control, data integrity, and firmware updates. One notable
example is the decentralized access control system proposed by Rizzardi et al. (167, which consists of two layers: a
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top-level policy management system and a lower layer of IoT devices connected through a blockchain gateway. Due
to the limited computational capacity of most IoT devices, this semi-centralized model shifts enforcement to the
gateway, though its reliance on the Bitcoin blockchain and wallet-based user interface may introduce scalability and
cost concerns. Similarly, Seo et al. [1687 proposed a secure firmware update framework involving public key
encryption and Bloom filters for verifying firmware authenticity across four key processes. Their STRIDE-based
security analysis and Hyperledger simulation demonstrated its practical viability. Building on this, Solomon et al.
[169] introduced a blockchain-based framework using Ciphertext-Policy Attribute-Based Encryption (CP-ABE) to
enable secure, end-to-end delivery of software updates while minimizing cryptographic burdens on IoT devices.
Tong et al. [1707 advanced this concept further with a mutual access control protocol supported by a consortium blockchain,
integrating anonymous authentication via one-out-of-many proofs and threshold-based cryptographic voting protocols -
successfully tested through virtual and physical prototypes.

Expanding beyond access control and updates, Bao et al. [1717] developed PBidm, a blockchain-based identity
management system tailored for the Industrial IoT, offering immutability, auditability, and privacy preservation. Additional
research has uncovered vulnerabilities in over 2,000 embedded devices with backdoors, emphasizing the urgent need for secure
architectures [1727]. Al Hwaitat et al. [1737] responded with a lightweight, permissioned blockchain framework
combining homomorphic encryption and optimized data storage. FFurthermore, a smart contract-based solution for
digital twins on the Ethereum blockchain demonstrated efficiency gains and lower operational costs [1747. To
improve authentication while conserving resources, another study proposed a hybrid centralized-blockchain model
using a local Ethereum network with favorable performance results [1757]. Aliyu and Liu [1767 applied blockchain
to smart farming, automating security processes via smart contracts and decentralized data management. Other
frameworks have integrated Al for precision agriculture, demonstrating performance improvements with models
such as Random Forest and SVC [[1777. In supply chain contexts, blockchain ensures transparency, integrity, and
traceability through smart contracts and group signatures according to Chatterjee and Singh [1787. While interest
in blockchain-IoT integration is growing rapidly, key challenges remain, particularly in securing execution
environments and improving intrusion detection. With over 75 billion [oT devices expected by 2025 and 125 billion
by 2080 [1797, addressing these security concerns from both technical and policy angles is increasingly critical.

5. Conclusion

Various solutions, including encryption techniques, access control mechanisms, and intrusion detection systems,
have been developed to address these challenges of [oT security. Moreover, blockchain technology offers promising
solutions to enhance IoT security by ensuring data integrity, enabling transparent transactions, and facilitating
secure communication. Categorizing IoT services and operationalizing blockchain in specific security applications
turther bolsters the effectiveness of blockchain-based security solutions. As the IoT continues to expand, it is crucial
to adopt robust security measures, including blockchain-based solutions, to protect the privacy and integrity of IoT
devices and their data. The contributions of this study can be summarized as:

(1) Provision of a detailed classification of blockchain-based security approaches, covering diftferent consensus
mechanisms, data management strategies, access control techniques, cryptographic methods, taxonomy, and privacy
preservation techniques.

(2) Systematic analyses of the existing limitations, problems, and difficulties associated with implementing
blockchain-based security solutions in the IoT context, highlighting the need for tailored solutions that address the
unique challenges of resource-constrained devices and decentralized networks.

(8) Provision of insights for practitioners to improve the design of blockchain-based security techniques.

5.1. Recommendations

As IoT ecosystems continue to evolve, future research should focus on developing lightweight blockchain-based
security frameworks tailored to resource-constrained IoT devices. Collaboration between academia, industry, and
regulatory bodies is essential to standardize blockchain integration in IoT applications, ensuring seamless
interoperability, scalability, and low latency. Additionally, exploring the convergence of blockchain with emerging
technologies like Al and quantum computing could unlock new potential for predictive security, real-time threat
detection, and more efficient data management, ultimately enhancing the overall robustness of IoT networks.
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